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 a b s t r a c t

This study presents GIIDS-AR, an enhanced version of the Generalized Intelligent Intrusion Detection System 
(GIIDS), developed to enhance robustness and secure diverse Unmanned Aerial Vehicles (UAVs) in Urban Air 
Mobility (UAM) while preserving generalization. As UAVs grow vital in logistics, emergency response, and disas-
ter relief, their reliance on wireless communication increases exposure to cyber threats. GIIDS leverages machine 
learning for cross-platform detection but remains vulnerable to adversarial machine learning (AML) attacks. To 
assess this, GIIDS was tested under black-box, white-box, and transfer attacks. Accuracy dropped to 72% un-
der black-box and recall to 49.9% under white-box settings. Adversarial training restored original performance 
improving accuracy to 99.0% and F1 to 99.8%, with AUC reaching 1.00. These evaluations were conducted 
using cross-dataset splits of live and simulated UAV telemetry, ensuring resilience on previously unseen data. 
GIIDS-AR retains layered modeling, time-aware feature encoding, and ensemble learning, while incorporating 
adversarial examples to improve resilience. It demonstrates strong detection performance under diverse attacks 
and generalizes effectively across heterogeneous UAV platforms. Our findings reveal that generalization tech-
niques inherently contribute to adversarial robustness, positioning GIIDS-AR as one of the first unified UAV IDS 
frameworks capable of securing UAV networks against evolving cyber threats.

1.  Introduction

Unmanned Aerial Vehicles (UAVs) within Urban Air Mobility (UAM) 
systems have an increasingly significant role across sectors such as agri-
culture, logistics, disaster management, and public safety, providing 
critical capabilities including real-time data acquisition, infrastructure 
inspection, and search and rescue operations [1,2]. These UAVs commu-
nicate through UAV-to-UAV, UAV-to-Ground Control Station (GCS), and 
UAV-to-satellite links, which, due to their inherently open and wireless 
nature, are vulnerable to cyberattacks such as jamming, spoofing, and 
denial-of-service (DoS) attacks [3]. Such breaches may lead to unautho-
rized access, commandeering, crashes, or navigation errors. Given UAVs’ 
growing integration into mission-critical applications, ensuring their se-
curity and privacy is paramount. Intrusion Detection Systems (IDSs) are 
a critical defense mechanism, monitoring system and network activities 
to identify threats including route manipulation, message forgery, mal-
ware injection, UAV hijacking, routing attacks, GPS spoofing and jam-
ming, and DoS attacks [1]. The adoption of machine learning (ML) tech-
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niques has enhanced IDS capabilities by automating anomaly detection 
and response [3–6]. However, ML-based IDSs commonly assume that 
training and testing datasets are independent and identically distributed 
(IID) with sufficient variability for generalization. In real-world UAV de-
ployments, this assumption often fails, causing significant performance 
degradation as shown in Fig. 1.

A key obstacle in developing machine learning-based IDSs, par-
ticularly in the UAV domain, lies in achieving robust generalization. 
While many ML-driven IDS solutions perform well under controlled con-
ditions, they often falter in real-world deployments due to data het-
erogeneity and distributional shifts between training and testing data 
[7–9]. Generalization, in this context, refers to an IDS’s ability to main-
tain accurate detection on previously unseen data, ensuring operational 
reliability across different UAV platforms and dynamic environments 
[6]. The absence of this capability limits practical deployment. In our 
earlier work, GIIDS [10], we addressed this by designing techniques 
that enhance cross-platform generalization within heterogeneous UAV
ecosystems.
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Fig. 1. Challenges in generalization for ML-based IDS in UAV networks. An IDS trained on UAV Model A fails to detect threats on UAV Model B, resulting in 
vulnerabilities such as misdirection.

However, despite these advancements, ML-based IDSs remain vul-
nerable to AML attacks. These attacks involve subtly perturbed inputs, 
known as adversarial examples, which mislead models while maintain-
ing similarity to legitimate data [11]. Although such vulnerabilities 
have been widely studied in domains like computer vision, their im-
plications for security-critical IDSs, particularly in UAV and UAM con-
texts, remain underexplored [12–14]. Moreover, Most AML research fo-
cuses on models that are trained using gradient-based methods, such as 
deep neural networks , often assuming static data distributions. In con-
trast, non-gradient-based models like Random Forests, Decision Trees, 
and K-Nearest Neighbors receive limited attention, especially under 
white-box threat models [12,13,15]. This creates a critical gap in under-
standing the adversarial robustness of many ML-based IDSs deployed in
practice.

Building upon the challenges of generalization, our earlier work, 
the Generalized Intelligent Intrusion Detection System (GIIDS) [10], 
addressed the first key research question: how to secure heterogeneous 
UAV platforms operating within UAM settings characterized by diverse plat-
forms and threat landscapes. GIIDS demonstrated reliable adaptability 
and strong detection capabilities across various unseen UAV platforms 
and data variations by employing novel time-aware feature engineering, 
ensemble-based learning, and robust multi-stage cross-dataset evalua-
tions, enabling effective generalization in heterogeneous UAV environ-
ments.

Recognizing the critical vulnerability of machine learning-based IDSs 
to adversarial manipulation, this study investigates the second key ques-
tion: how do adversarial attacks affect the efficacy of generalized UAV-
specific IDSs such as GIIDS, and can enhanced defensive mechanisms recover 
detection accuracy without compromising generalization? To address this, 
we propose GIIDS-AR, an adversarially robust extension of the original 
GIIDS framework that specifically targets AML threats. GIIDS-AR inte-
grates a comprehensive adversarial evaluation and defense pipeline de-
signed to secure the system against advanced threats while preserving 
its generalization capabilities across different UAV platforms and oper-
ational conditions.

In particular, GIIDS-AR introduces a multi-stage validation and fil-
tering process that ensures only feasible adversarial samples are used 
during training and evaluation. This feature-wise 3-sigma filtering re-
moves unrealistic perturbations while maintaining the integrity of UAV 
network traffic sequences. Furthermore, the system undergoes extensive 
cross-attack evaluations, covering black-box, white-box, and transfer at-
tacks across both gradient and non-gradient-based models. To contextu-
alize GIIDS-AR’s performance, we also compare it with three represen-
tative non-generalized baselines and both our original GIIDS models, 
highlighting improvements in detection accuracy, robustness, and oper-
ational efficiency. Additionally, a detailed resource and computational 
analysis demonstrates the system’s practical deployability under realis-
tic constraints.
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Our evaluation includes a detailed analysis of system performance 
before and after applying generalization and robustness measures. Col-
lectively, this approach aims to provide a practical IDS solution capa-
ble of detecting both conventional and sophisticated adversarial threats, 
thereby enabling secure and dependable deployment in complex UAV 
and IoT environments. The main contributions of GIIDS-AR are as fol-
lows:

• We develop an extensive adversarial testing pipeline for both gradient 
and non-gradient-based models, featuring:
– Black-box attacks: Structured, data-dependent perturbations 
based on autoencoder reconstruction error, a novel approach in 
IDS research.

– White-box attacks: Explainability-driven attacks that use feature 
importance to guide targeted perturbations for shallow ML GIIDS.

– Transfer attacks: Evaluation of adversarial examples’ transferabil-
ity across different model types.

• We perform adversarial training on the generalized models. In partic-
ular, we incorporate adversarial examples into the training process to 
improve resilience without sacrificing generalization performance.

• We provide empirical insights and evidence that generalized IDS mod-
els inherently exhibit improved robustness against adversarial ma-
nipulations, highlighting a positive relationship between generaliza-
tion and adversarial defense.

• We introduce validated filtering of adversarial samples, extensive 
cross-attack evaluations, comparison with three representative non-
generalized baselines and both GIIDS models, and detailed resource 
and computational analysis, ensuring practical robustness and de-
ployability.

To our knowledge, GIIDS-AR is among the first UAV IDS frameworks 
to unify generalization and adversarial robustness, offering a deployable 
solution for securing heterogeneous UAV networks against both conven-
tional and adversarial threats in real-world scenarios.

2.  Related works

2.1.  UAV security

UAVs process critical information such as imagery, telemetry, and 
sensor data, making robust security measures essential to ensure data 
confidentiality, integrity, and availability [16]. To address these needs, 
UAV security integrates a range of mechanisms including IDSs, end-
to-end encryption, secure communication protocols, and data integrity 
verification. Given their reliance on open wireless communication
channels, UAVs are inherently vulnerable to cyber threats such as DoS 
attacks, signal jamming, and spoofing. Mitigation strategies typically in-
clude frequency hopping, signal authentication, and encryption, along-
side IDSs for threat detection [16].

To prevent unauthorized access and control, UAV platforms com-
monly employ multi-factor authentication, role-based access control, 
and secure digital certificates. Redundant sensor arrays and data val-
idation techniques are also implemented to maintain operational safety 
and reliability, even in the presence of hardware failures or external at-
tacks [16]. Real-time monitoring and anomaly detection algorithms are 
integrated into UAV control systems to facilitate prompt identification 
and response to potential breaches. Furthermore, effective UAV security 
must comply with relevant legal and aviation standards, which require 
fault-tolerant architectures, formal operational policies, and compre-
hensive operator training. However, traditional UAV security approaches 
often struggle to adapt to evolving threat patterns and lack the intelligence 
needed for proactive intrusion detection. Recent research highlights the im-
portance of designing UAV security frameworks that can not only detect 
known threats but also maintain resilience against previously unseen at-
tack vectors, including adversarial manipulations of ML-based IDSs.

2.2.  AI-based IDS for UAV

Intrusion Detection Systems are vital for maintaining UAV cyber-
security, as they enable the timely identification of anomalous or po-
tentially malicious activity. Conventional IDS methodologies encompass 
signature-based, specification-based, statistical, anomaly-based, and hy-
brid detection techniques [16]. With advancements in artificial intelli-
gence, the integration of machine learning (ML) and deep learning (DL) 
approaches has considerably enhanced IDS performance by enabling the 
recognition of intricate and previously unseen attack patterns.

Common ML algorithms employed in UAV IDSs include Support Vec-
tor Machines (SVM), Decision Trees, and Random Forests among others. 
These algorithms are capable of learning from labeled datasets to ac-
curately differentiate between benign and malicious behaviors. Model 
effectiveness can be further improved through advanced feature engi-
neering, which extracts meaningful statistical, temporal, and contextual 
insights from raw telemetry data [17].

For example, the study in [18] introduces an ensemble-based detec-
tion framework for UAV eavesdropping attacks, combining both super-
vised and unsupervised learning methods. In another work, [19] inves-
tigates multiple classifiers including Decision Trees, K-Nearest Neigh-
bors, Logistic Regression, Random Forests, Artificial Neural Networks, 
and SVMs to detect man-in-the-middle (MITM) attacks in UAV systems.

The study in [20] investigates the application of the Isolation For-
est algorithm for detecting GPS spoofing attacks in UAV systems. The 
authors conduct a comparative evaluation against Random Forest and 
Naive Bayes classifiers using a dedicated UAV GPS deception dataset. 
Their results indicate that the Isolation Forest method achieves superior 
detection accuracy, demonstrating its efficacy as a robust approach for 
UAV anomaly detection.

To improve accuracy and computational efficiency, optimization 
strategies such as hyperparameter tuning [6] and genetic algorithms [4] 
have been employed. By leveraging both real-world and simulated data, 
AI-driven IDSs can adapt to diverse mission profiles and network con-
ditions. Despite their strong performance in controlled environments, many 
AI-based IDSs exhibit limited generalizability and may fail to maintain reli-
ability in complex, dynamic UAM scenarios where unseen threats and plat-
form diversity pose significant challenges. Moreover, their vulnerability to 
adversarial examples remains largely untested, with only a few stud-
ies incorporating multi-attack evaluations or filtering to ensure realistic 
adversarial samples, highlighting a gap addressed by GIIDS-AR.

2.3.  Generalizability and IDS

There is increasing interest in applying Machine Learning (ML) and 
Deep Learning (DL) to address challenges in computer systems [21–25]. 
However, practical adoption remains limited due to concerns regard-
ing generalizability [26–29], interpretability [27,29], and scalability. 
Generalizability refers to a model’s ability to maintain performance on 
data that differs from its training distribution, while avoiding overfitting 
to the training data , thereby mitigating violations of the Independent 
and Identically Distributed (IID) assumption. This capability is partic-
ularly vital in dynamic environments such as UAV operations, where 
data may vary significantly across platforms, missions, or operating con-
ditions [30]. A generalizable model can effectively strike a balance be-
tween underfitting and overfitting, ensuring consistent detection perfor-
mance on previously unseen attack scenarios.

To enhance generalization in IDS, researchers have proposed sev-
eral strategies. Cross-validation techniques like K-fold validation and 
cross-dataset evaluation help assess model robustness across distribu-
tions [4,30]. Feature engineering methods such as normalization, scal-
ing, and cyclic feature encoding improve temporal pattern recognition 
and reduce overfitting [31]. Ensemble learning, by combining multiple 
diverse base models, increases robustness to data-specific noise and im-
proves reliability across different datasets [4,32,33]. Transfer learning 
and domain adaptation enable models to adapt to new environments by 
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leveraging knowledge from related domains, even when labeled data 
is scarce [34]. Additionally, data augmentation methods like noise in-
jection, dropout, and regularization help improve model flexibility. Re-
cent frameworks such as TabPTM [35] further contribute by building 
standardized meta-representations for tabular data, promoting general-
ization without retraining. Despite these advancements, many IDS still
exhibit overfitting due to intra-dataset evaluations or data leakage. 
Therefore, evaluating generalizability using disjoint or heterogeneous 
datasets remains essential, especially for real-world deployment in UAV 
or IoT systems where evolving threats demand resilient and adaptive 
detection mechanisms. Importantly, evaluating adversarial robustness 
alongside generalization, as done in GIIDS-AR, requires filtering unreal-
istic adversarial samples and performing extensive cross-attack assess-
ments to ensure practical resilience.

2.4.  Adversarial machine learning

AML is a growing interdisciplinary field that integrates machine 
learning with cybersecurity to explore both adversarial attack tech-
niques and the development of robust defenses. It examines how at-
tackers can manipulate models through methods like evasion, poison-
ing, and inference attacks by introducing subtle input perturbations 
that lead to misclassification without detection. Although AML origi-
nated in the image domain, its significance is now widely recognized 
in security-critical systems such as intrusion detection, malware detec-
tion, and cyber-physical infrastructures. In adversarial contexts where 
assumptions like data stationarity do not hold, AML becomes essential 
for modeling attacker behavior, identifying algorithmic weaknesses, and 
enhancing model resilience under adversarial influence [14,36]. Recent 
UAV IDS research emphasizes the need for multi-model, multi-attack 
evaluations and comparisons against representative SOTA baselines to 
understand both robustness and computational trade-offs, as demon-
strated in our GIIDS-AR study.

2.4.1.  Types of adversarial attacks based on model access
Adversarial attacks aim to deceive machine learning models, par-

ticularly deep networks, by adding carefully crafted perturbations 𝛿 to 
input data 𝑥, resulting in an adversarial example 𝑥adv defined as:
𝑥adv = 𝑥 + 𝛿, where 𝛿 ∈  = {𝛿 ∶ ‖𝛿‖𝑝 ≤ 𝜖} (1)

Here,  represents the set of allowable perturbations constrained by 
a norm-based threshold 𝜖, with ‖ ⋅ ‖𝑝 denoting the 𝑝-norm. This formula-
tion ensures that the perturbations are subtle enough to evade detection 
while misleading the model.

These attacks are typically categorized by the attacker’s knowledge 
of the model [14]:

• White-box attacks: The attacker has full access to the model’s architec-
ture, parameters, and gradients, enabling gradient-based adversarial 
example generation. These are commonly used to assess model ro-
bustness under idealized threat conditions [14].

• Black-box attacks: The attacker can only query the model and ob-
serve outputs. Without internal access, strategies like confidence 
score probing or label querying are used. No table examples in-
clude ZOO, Autoencoder-based attacks, Boundary Attack, and Hop-
SkipJump [12,14].

• Transfer-based attacks: These exploit the transferability of adversarial 
examples by training a surrogate model using queries to the target 
(oracle). Adversarial inputs crafted using white-box attacks on the 
surrogate often successfully fool the original model [14].

2.4.2.  Defensive approaches against AML attacks
Defensive strategies in AML aim to enhance model robustness against 

adversarial manipulations. In UAV-based IDS, such defenses are critical 
to maintaining detection efficacy against both conventional and adver-
sarial threats.

• Adversarial training: This method augments model robustness by in-
corporating both clean and adversarially perturbed samples into the 
training process. Exposure to these adversarial examples improves 
generalization and helps the model learn more resilient feature rep-
resentations [15]. In GIIDS-AR, adversarial training is applied to 
both shallow and deep models using filtered, realistic adversarial 
samples across multiple attack types, ensuring practical robustness 
without sacrificing generalization.

• Feature squeezing: A computationally efficient defense that detects 
adversarial inputs by reducing input complexity. Techniques like 
bit-depth reduction or smoothing to simplify inputs, and discrepan-
cies in model predictions between original and squeezed inputs are 
used to flag potential attacks [37]. Originally demonstrated on im-
age datasets (e.g., MNIST [38], CIFAR-10 [39], ImageNet [40]), this 
method is adaptable to other domains by emphasizing input invari-
ance and robustness.

Despite growing research in AML, most existing defenses are tailored 
to specific threat models or application domains and fail to general-
ize effectively across diverse scenarios. Techniques such as adversarial 
training and feature squeezing have shown promise, but they are typ-
ically evaluated under idealized settings and often target image-based 
domains. Their direct applicability to tabular data, such as telemetry 
and network traffic used in IDS, specially UAV IDS, remains limited. 
Moreover, many defenses focus solely on enhancing robustness to adver-
sarial perturbations without accounting for the need to maintain gener-
alization across heterogeneous platforms, unseen attack types, or shift-
ing data distributions. Our work addresses these gaps through exten-
sive cross-attack evaluation, comparisons with non-generalizable SOTA 
baselines, and detailed resource and computational analysis to provide 
a realistic picture of IDS robustness.

3.  Proposed generalized intelligent intrusion detection system 
with adversarial robustness

3.1.  Proposed system model

This section presents GIIDS-AR, an enhanced intrusion detection 
framework tailored for dynamic UAV networks. Previously, GIIDS (Gen-
eralized Intelligent Intrusion Detection System) [10] which addressed 
generalizability limitations in traditional ML-based IDS, was developed 
to secure heterogeneous UAVs operating within UAM networks. GI-
IDS incorporates a series of techniques to ensure cross-platform detec-
tion capabilities. First, we implemented generalization-driven feature 
engineering by extracting model-agnostic temporal features from raw 
timestamp data, including cyclic transformations such as sine and co-
sine of the minute, time differences, and elapsed time. These features 
help the model recognize sequential patterns linked to benign and at-
tack behaviors, irrespective of UAV model type. Following feature en-
gineering, we identified key features using random forest and gradi-
ent boosting, retaining only commonly important ones and discarding 
zero-importance attributes. We performed multi-stage cross-validation 
for model selection, training both shallow and deep individual learn-
ers with various scaling techniques to simulate shifts in data distribu-
tion. The top-performing models were then combined using weighted 
voting and stacking ensemble methods. To rigorously assess the gen-
eralization capability, we applied two types of cross-data evaluations: 
(i) CV1, where the system was trained on a combination of live and 
simulated data and tested on live data, and (ii) CV2, where training was 
conducted on three UAV models and testing on five different ones. These 
evaluations demonstrated the system’s robustness to data drift and het-
erogeneity, with ensemble models, particularly the stacking ensemble, 
achieving high performance across all key metrics. This robust general-
ization ensures that GIIDS can operate reliably in real-world UAM envi-
ronments.
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Fig. 2. Overall architecture of GIIDS-AR.

Building on the strengths of the previously developed GIIDS, GIIDS-
AR introduces a robust end-to-end two-phase architecture that also mit-
igates adversarial vulnerabilities. As illustrated in Fig. 2, the system 
combines a generalization module based on GIIDS with a dedicated
adversarial robustness module. This second module is designed to de-
fend against AML threats by incorporating adversarial training, which 
improves the system’s resilience to adversarial attempts without com-
promising its ability to generalize across heterogeneous UAV plat-
forms. The robustness framework further includes gradient-free black-
box attacks that generate structured perturbations using autoencoders, 
explainability-guided white-box attacks targeting key features, and 
PGD-based attacks for deep models. Additionally, transfer attacks are 
executed using FGSM applied to adversarial samples crafted from a sur-
rogate feedforward neural network. Training on a mix of clean and ad-
versarial examples, GIIDS-AR achieves high detection accuracy and ro-
bustness, making it a comprehensive and adaptive solution for intrusion 
detection in adversary-aware UAV environments.

The adversarial robustness module integrated into the AI-based gen-
eralized IDS framework (GIIDS) for UAM comprises three primary com-
ponents: a) threat model, b) system framework, and c) proposed adver-
sarial robustness approach.

3.2.  Threat model

This section introduces the susceptibility of GIIDS to adversarial data 
poisoning attacks within a heterogeneous UAM environment. This envi-
ronment comprises multiple UAV models (i.e., 𝑈𝐴𝑉model A, 𝑈𝐴𝑉model B,
𝑈𝐴𝑉model C), and satellite communication links among other compo-
nents. The training dataset for the IDS is collected from diverse UAV 
platforms operating concurrently in this setting.

A significant threat emerges when an adversary manipulates the 
training data, either by compromising data streams from a particu-
lar UAV model or by injecting malicious samples into the aggregated 
dataset. As illustrated in Fig. 3, this results in two contrasting outcomes: 
under ideal conditions, clean training data enables GIIDS to achieve reli-
able and accurate intrusion detection; conversely, adversarial poisoning 
leads to a degraded “Poisoned GIIDS” model that exhibits reduced detec-
tion performance. This scenario underscores the critical importance of 
integrating adversarial robustness strategies to protect IDS frameworks 
deployed in dynamic and security-sensitive UAM environments.

3.3.  System framework

The proposed framework, illustrated in Fig. 4, presents a system-
atic approach for evaluating and enhancing the adversarial robustness 

of GIIDS in dynamic UAV environments. The process begins with clean 
input data, which is used to generate adversarial examples through var-
ious attack vectors, including white-box, black-box, and transfer-based 
attacks. These threat models simulate realistic adversarial conditions, 
establishing a rigorous foundation for assessing GIIDS resilience.

First, the performance of the GIIDS models is measured using clean 
data to establish benchmark detection metrics. Next, these models are 
tested against adversarial datasets to assess their vulnerability to dif-
ferent attack strategies. To address identified weaknesses, adversarial 
training is applied to GIIDS, using a mixture of clean and adversarial 
samples. This yields a robust model referred to as GIIDS-AR. Adversar-
ial training strengthens the model’s generalization ability across het-
erogeneous UAV platforms, conventional cyber threats, and adversar-
ial perturbations. Finally, a comparative analysis is conducted between 
the adversarially trained GIIDS-AR and non-generalized state-of-the-art 
baseline models. This comparison highlights the impact of model gen-
eralization on adversarial robustness.

3.4.  Proposed adversarial robustness approach

3.4.1.  Generating AML attacks
This section outlines the AML attacks developed for evaluating GI-

IDS. Traditional AML techniques are largely gradient-based, requiring 
access to model gradients or parameters. These methods typically in-
volve several forward and backward passes, making them computation-
ally expensive.

Such methods are impractical for GIIDS, particularly the shallow 
variant, which consists of non-gradient models like K-Nearest Neigh-
bors (KNN), Support Vector Machines (SVM), and tree-based ensem-
bles. These models do not expose gradients, rendering conventional ap-
proaches ineffective. Moreover, these techniques are unsuitable in real-
world settings where the model internals are hidden. Addressing these 
limitations was central to our adversarial strategy.

Assumptions:
In the white-box setting, we assume the adversary has complete ac-

cess to training data and model internals for the shallow ML GIIDS, deep 
GIIDS, and baseline model. For shallow ML GIIDS, this includes knowl-
edge of the feature engineering pipeline and the ranked feature impor-
tance list.

In contrast, the black-box setting assumes the adversary has limited 
access to training data and no visibility into model architectures or pa-
rameters, reflecting a more realistic and constrained threat model.

Black-box Attack on Shallow ML and Deep GIIDS; Novel Autoencoder Resid-
ual Based Perturbation:. To support black-box attacks where gradients 
and internal model details are inaccessible, we introduce a model-
agnostic attack leveraging autoencoders trained solely on clean input 
data. This is especially applicable to the non-differentiable shallow ML 
GIIDS.

Attack workflow.

Step 1: autoencoder training. The autoencoder is trained on the raw in-
put data, prior to any feature engineering. Its objective is to learn to 
reconstruct the inputs by minimizing the reconstruction error. Through 
this training, it captures the general structure of the input distribution.

Step 2: perturbation generation. Once trained, the autoencoder is used 
to generate perturbations for each sample. Specifically, the residual be-
tween the original input and its reconstruction is computed. This resid-
ual represents the discrepancy between the data and the model’s learned 
representation. The adversarial example is then generated by adding this 
residual back to the original input.

For this process, we chose structured noise over random noise to in-
troduce more meaningful and targeted perturbations. Unlike random 
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Fig. 3. Adversarial data poisoning in GIIDS.

noise such as Gaussian noise, which does not consider the data distri-
bution and often fails to shift inputs across decision boundaries [41], 
the structured residual noise is data-driven. It highlights regions with 
high reconstruction error, often aligning with features critical to clas-
sification. This subtle, targeted perturbation leads to more realistic ad-
versarial samples that are more likely to cause misclassification without 
requiring gradient access. What makes our approach distinct is that it pro-
vides an attack mechanism tailored for non-differentiable models using an 
unsupervised, gradient-free, black-box strategy, yet it introduces structured, 
data-informed perturbations that go beyond naive noise. Traditional AE-
based attacks, in contrast, are usually white-box, classifier-aware, and 
rely on gradient flow or add noise directly to the AE latent space.

3.4.1.1.  White-box Attack on Shallow ML GIIDS; Novel Explainability-
driven Autoencoder-based Perturbation. In the white-box setting, the ad-
versary exploits access to feature-engineered data and the ranked list 
of important features. The attack is crafted by perturbing only the top-
ranked features using residuals derived from an autoencoder, guided 

by feature importance. Since the perturbation strategy is informed 
by model-specific explainability technique, such as feature importance 
from Random Forest and Gradient Boosting, the method is considered 
explainability-driven. This method, described in Algorithm 1, is non-
gradient and explainability-driven.

3.4.1.2.  White-box Attack on Deep GIIDS; PGD Attack. We conduct 
white-box adversarial attacks on the Deep GIIDS models, specifically 
the Multi-Layer Perceptron (MLP) and Convolutional Neural Network 
(CNN), under the assumption of full knowledge of the model archi-
tecture and parameters. Using the Projected Gradient Descent (PGD) 
method implemented via the Foolbox library, adversarial samples are 
generated by iteratively perturbing the input data to maximize the 
model loss while constraining perturbations within an 𝓁∞ norm ball 
with radius 𝜖 = 0.1. The attack runs for 20 iterations with a step size 
of 0.01, and inputs are clipped within the valid data range [0,1]. The 
adversarial samples generated independently for each model are then 
combined to create a comprehensive adversarial dataset for evaluation.
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Fig. 4. Proposed adversarial robustness framework.

Algorithm 1 Generate adversarial dataset with noise on important fea-
tures.
1: procedure GenerateAdvPartial(𝑑𝑓 , 𝑖𝑚𝑝𝑜𝑟𝑡𝑎𝑛𝑡_𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠)
2:  𝑜𝑟𝑖𝑔𝑖𝑛𝑎𝑙 ← 𝑑𝑓 without ‘attack’ if present
3:  𝑎𝑑𝑣_𝑠𝑐𝑎𝑙𝑒𝑑 ← 𝑠𝑐𝑎𝑙𝑒𝑑 ← MinMaxScaler fit_transform of 𝑜𝑟𝑖𝑔𝑖𝑛𝑎𝑙
4:  Build and train autoencoder on 𝑠𝑐𝑎𝑙𝑒𝑑 (5 epochs, batch 32, 
val_split 0.1)

5:  𝑟𝑒𝑐𝑜𝑛𝑠𝑡𝑟𝑢𝑐𝑡𝑒𝑑 ← autoencoder.predict(𝑠𝑐𝑎𝑙𝑒𝑑)
6:  𝑛𝑜𝑖𝑠𝑒 ← 𝑟𝑒𝑐𝑜𝑛𝑠𝑡𝑟𝑢𝑐𝑡𝑒𝑑 − 𝑠𝑐𝑎𝑙𝑒𝑑
7:  for all 𝑓 ∈ 𝑖𝑚𝑝𝑜𝑟𝑡𝑎𝑛𝑡_𝑓𝑒𝑎𝑡𝑢𝑟𝑒𝑠 do
8:  𝑖𝑑𝑥 ← column index of 𝑓
9:  𝑎𝑑𝑣_𝑠𝑐𝑎𝑙𝑒𝑑[∶, 𝑖𝑑𝑥] ← 𝑎𝑑𝑣_𝑠𝑐𝑎𝑙𝑒𝑑[∶, 𝑖𝑑𝑥] + 𝑛𝑜𝑖𝑠𝑒[∶, 𝑖𝑑𝑥]
10:  end for
11:  𝑎𝑑𝑣𝑒𝑟𝑠𝑎𝑟𝑖𝑎𝑙 ← scaler.inverse_transform(𝑎𝑑𝑣_𝑠𝑐𝑎𝑙𝑒𝑑)
12:  Convert 𝑎𝑑𝑣𝑒𝑟𝑠𝑎𝑟𝑖𝑎𝑙 to DataFrame with original columns
13:  if ‘attack’ in 𝑑𝑓 then
14:  Append ‘attack’ column to 𝑎𝑑𝑣𝑒𝑟𝑠𝑎𝑟𝑖𝑎𝑙
15:  end if
16:  return 𝑎𝑑𝑣𝑒𝑟𝑠𝑎𝑟𝑖𝑎𝑙
17: end procedure

3.4.1.3.  Transfer Attacks on Shallow ML and Deep GIIDS. To evaluate 
the transferability of adversarial examples, we train a surrogate shal-
low neural network designed to approximate the decision boundaries 
of the target IDS models. The surrogate consists of two hidden lay-
ers and a softmax output layer and is trained using sparse categori-
cal cross-entropy with the Adam optimizer. Wrapping the model with
TensorFlowV2Classifier enables compatibility with IBM’s Adversarial 
Robustness Toolbox (ART). Using this surrogate, adversarial examples 
are crafted via the Fast Gradient Sign Method (FGSM), which perturbs 
inputs by a single step in the direction of the gradient of the loss with 
respect to the input features. These adversarial examples are then tested 
on both shallow ML and Deep GIIDS models to assess the effectiveness 
of transfer attacks across architectures.

4.  Implementation of proposed GIIDS-AR

4.1.  Dataset description

The dataset employed in this study [42] comprises both real-time 
and simulated telemetry data gathered from five heterogeneous UAV 
platforms: H480 airframe, fixed-wing aircraft, tail-sitter VTOL (Verti-
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Fig. 5. Overview of the UAV attack dataset.

Fig. 6. Comparative analysis of relative AUC drop across GIIDS variants and baseline model.

cal Take-off and Landing), standard VTOL, and quadcopters, as shown 
in Fig. 5. These platforms were tested under a range of conditions, 
including normal operations as well as adversarial scenarios such as 
GPS jamming, GPS spoofing, and Ping-based DoS attacks. The diver-
sity in UAV models and threat scenarios ensures a heterogeneous and 
realistic dataset, making it highly suitable for evaluating the gener-
alization capability and adversarial robustness of the proposed GIIDS
framework.

4.2.  Computer configuration

The proposed system was implemented and evaluated on a machine 
with 32 GB of RAM and an Intel(R) Core(TM) i5-10400 processor, which 
has 6 cores and 12 threads. The experiments were carried out using the 
Google Colab CPU runtime environment. Python was used as the pri-
mary programming language, with key libraries including TensorFlow, 
Foolbox, and IBM Adversarial Robustness Toolbox (ART).
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Fig. 7. Comparative analysis of relative accuracy drop across GIIDS variants and baseline model.

4.3.  Adversarial robustness module

We evaluate the adversarial robustness of GIIDS under both black-
box and white-box settings:

• Black box attacks: A structured, non-gradient black-box attack was 
devised using an autoencoder-based perturbation method. Without 
access to model internals, the adversary leverages the autoencoder’s 
reconstruction residuals to subtly modify inputs while preserving 
structure. This attack was applied to both shallow ML and deep GI-
IDS models to evaluate their resilience under limited-access threat 
scenarios.

• White box attacks: White-box attacks assume complete knowledge of 
the target model, including its architecture and parameters, enabling 
the most informed and effective adversarial perturbations.
– Shallow ML GIIDS: An explainability-driven white-box attack ex-
ploits the model’s internal access, particularly feature-engineered 
inputs and feature importance rankings. Top-ranked features are 
selectively perturbed using autoencoder-derived residual noise, 
creating targeted adversarial samples that maintain semantic va-
lidity while misleading the classifier.

– Deep GIIDS: The Projected Gradient Descent (PGD) attack was 
employed assuming full access to model parameters and gradi-
ents. Inputs are iteratively perturbed within an 𝓁∞-bounded re-
gion (with 𝜖 = 0.02 and a step size of 0.005 across 20 iterations) 
to maximize loss and induce misclassification in both MLP and 
CNN-based GIIDS variants, while preserving fixed features such 
as time and sensor-integral values.

• Transferability analysis:
To evaluate the transferability of adversarial examples, a shal-

low feedforward neural network (FNN) was employed as a surrogate 
model. This model was trained to approximate the decision bound-
aries of the target GIIDS systems. Adversarial samples were crafted 
using the Fast Gradient Sign Method (FGSM) and tested against the 
original GIIDS models to assess their vulnerability to transferred at-

Table 1 
Adversarial configuration for transferability analysis.
 Parameter  Configuration
 Model  Shallow Feedforward Neural Network (FNN)
 Architecture  2 hidden layers
 Optimizer  Adam
 Learning Rate  0.001
 Attack  Fast Gradient Sign Method (FGSM)
 Perturbation Bound 𝜖 = 0.1

tacks. Table 1 shows the surrogate model architecture and attack 
configuration used for this analysis.

4.4.  Adversarial dataset validation and filtering

To ensure the realism and validity of generated adversarial samples, 
we employed a feature-wise filtering approach based on the 3-sigma 
rule. For each feature in the combined clean dataset, the valid range 
was computed as 𝜇 ± 3𝜎, where 𝜇 and 𝜎 represent the mean and standard 
deviation of the feature, respectively. Adversarial samples with feature 
values outside these ranges were considered unrealistic and removed 
from further evaluation.

This filtering was applied independently to each adversarial attack 
dataset: black-box Autoencoder-based perturbations (for both Shallow 
ML and Deep GIIDS), white-box Explainability-driven Autoencoder per-
turbations (for Shallow ML GIIDS), white-box PGD perturbations (for 
Deep GIIDS), and FGSM-based transfer attacks (for both Shallow ML 
and Deep GIIDS).

The number of adversarial samples before and after applying the 3-
sigma filtering procedure is summarized below. This filtering ensures 
that only valid and realistic UAV network traffic sequences are retained 
for evaluation:

• Black-box Autoencoder-based perturbations (applicable to both Shal-
low ML and Deep GIIDS): Training set reduced from 32,000 to 25,613 
samples; Testing set reduced from 8000 to 5598 samples.
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Table 2 
Data splits for different evaluation phases. C = Clean data, A = Adver-
sarial data.
 #  Phase  Training Data  Testing Data
 1  GIIDS (Clean Data)  80% C  20% C
 2  Attack on GIIDS  100% C / 0% A  50% C / 50% A (unseen)
 3  Retraining (GIIDS-AR)  70% C / 30% A  50% C / 50% A (unseen)

• White-box Explainability-driven Autoencoder perturbations (Shal-
low ML GIIDS only): Training set reduced to 21,862 samples; Testing 
set reduced to 2908 samples.

• White-box PGD perturbations (Deep GIIDS only): MLP training set 
reduced from 16,000 to 15,608 samples; CNN training set reduced 
from 16,000 to 15,917 samples; MLP testing set reduced from 4000 
to 3993 samples; CNN testing set reduced from 4000 to 3978 sam-
ples.

• FGSM-based transfer attacks (applicable to both Shallow ML and 
Deep GIIDS): Training set reduced to 21,609 samples; Testing set 
reduced to 2836 samples.

This filtering ensures that all adversarial examples used in perfor-
mance evaluation represent feasible UAV network traffic sequences. 
Subsequently, all retraining and testing experiments on GIIDS-AR uti-
lized only these valid adversarial samples, providing a realistic assess-
ment of adversarial robustness.

4.5.  Initial experimental setup

The evaluation was conducted using filtered and validated adver-
sarial samples to ensure realism and validity in three distinct phases to 
assess the performance of GIIDS under clean, adversarial, and retrained 
conditions. In the first phase, the original GIIDS models were trained 
and tested exclusively on clean data, using an 80%-20% train-test split. 
In the second phase, to assess robustness, the trained GIIDS models were 
evaluated on a test set composed of an equal mix of clean and filtered, 
valid adversarial samples (50% each), without including any adversar-
ial data during training. Finally, in the third phase, the GIIDS models 
were retrained using a mixture of clean and filtered, valid adversarial 
data (70% clean, 30% adversarial) to create GIIDS-AR, and tested again 
on a 50%-50% split of clean and filtered, valid adversarial data. Table 2 
summarizes the data splits used in each of the three evaluation phases.

The Shallow ML GIIDS ensemble comprised Logistic Regression, 
KNN, Decision Tree, and Random Forest base models combined via a 
Logistic Regression stacking meta-model. The Deep GIIDS ensemble in-
cluded TabNet, MLP, and CNN base models with a Logistic Regression 
stacking meta-model. The autoencoder used for adversarial generation 
had a single hidden encoding layer with half the input features. Adver-
sarial attacks were generated using FGSM (𝜖 = 0.1) and PGD (𝜖 = 0.02, 
step size = 0.005, 20 iterations) with appropriate scaling and fixed fea-
tures preserved.

4.6.  Proposed generalized models for adversarial robustness

To evaluate the adversarial robustness of our proposed system, we 
examine the performance of two variants of GIIDS under multiple 
adversarial attack scenarios: Shallow ML GIIDS and Deep GIIDS. The 
Shallow ML GIIDS comprises a stacking ensemble of traditional, non-
differentiable machine learning models, while the Deep GIIDS leverages 
a stacking ensemble of differentiable deep learning architectures.

We evaluate GIIDS-AR against three baselines: a decision tree (DT), 
Random Forest (RF), and XGBoost (XGB), which represent commonly 
used intrusion detection architectures with varying levels of complex-
ity and robustness, and in many cases, lack sufficient generalization. All 
three baselines have been employed in prior works [43–45], ensuring a 
fair and widely recognized basis for comparison. The decision tree serves 

as a classical non-generalized IDS, widely adopted in intrusion detection 
research due to its low computational cost, interpretability, and suitabil-
ity for heterogeneous data attributes that align well with the constraints 
of UAV-based environments. Random Forest (RF) is a learning method 
that constructs multiple decision trees and outputs the majority class, 
providing stronger robustness than a single DT by mitigating overfit-
ting while requiring minimal additional preprocessing. XGBoost (XGB) 
is highly effective on tabular security datasets, representing a modern 
and competitive approach widely used in recent IDS research.

All three baselines are trained and evaluated on the same dataset 
and preprocessing pipeline as GIIDS-AR, including feature scaling and 
train/test splits, ensuring a fair comparison across models. The base-
lines are trained on data obtained exclusively from a single UAV plat-
form (QUAD) and does not incorporate advanced generalization strate-
gies such as feature engineering, advanced ensemble learning, or multi-
platform data integration. As such, it serves as a reference point for 
evaluating the benefits of generalization in the Shallow ML and Deep 
GIIDS frameworks. By including RF and XGB alongside the classical DT, 
the evaluation encompasses both traditional and strong contemporary 
IDS techniques, providing a comprehensive benchmark and allowing for 
a thorough assessment of GIIDS-AR’s performance and adversarial re-
silience relative to models commonly recognized in the literature.

4.7.  Defense mechanism: adversarial training

Adversarial training serves as a fundamental defense strategy to en-
hance the robustness of the GIIDS framework against adversarial threats. 
This technique involves augmenting the training process with both clean 
and adversarially perturbed inputs, enabling the model to learn more ro-
bust decision boundaries. By incorporating adversarial examples during 
training, the system becomes more resilient to input manipulations and 
better equipped to operate under adversarial conditions.

In our implementation, adversarial examples are generated using 
several attack methods and are integrated into the training set in a fixed 
ratio: 70% clean data and 30% adversarial samples. These perturbed in-
stances are designed to reflect realistic adversarial scenarios pertinent to 
UAV networks. The impact of each attack type on model performance is 
evaluated independently. For each attack variant, GIIDS is retrained on 
a hybrid dataset combining clean and attack-specific adversarial sam-
ples to restore its original detection capability.

This retraining is performed separately for each adversarial method. 
To assess post-training performance, both the Shallow ML and Deep GI-
IDS models are evaluated on a dataset consisting of 50% clean and 50% 
adversarial inputs, simulating a realistic deployment environment where 
adversarial interference is likely. This evaluation measures the effec-
tiveness of adversarial training in recovering and maintaining detection 
performance in compromised settings.

The adversarial training process is seamlessly integrated into the ex-
isting training pipeline, requiring no architectural changes to the under-
lying models. However, it introduces an additional objective: minimiz-
ing loss on adversarial inputs alongside clean data. This dual-objective 
optimization enhances the system’s resistance to adversarial attacks 
while preserving accuracy on benign inputs.

Crucially, our approach aims not only to improve adversarial robust-
ness but also to maintain the generalization capability of GIIDS across 
heterogeneous UAV platforms. To assess this, we apply the Cross dataset 
eValuation technique CV1 [6,8,10]. This evaluation ensures that the ad-
versarially trained GIIDS (GIIDS-AR) retains strong generalization across 
diverse UAV environments, thereby jointly addressing two key chal-
lenges: robustness and generalizability, that are essential for the devel-
opment of trustworthy and field-deployable IDS solutions.

4.8.  Performance metrics

To comprehensively evaluate the effectiveness and robustness of the 
proposed GIIDS, we employ the following performance metrics:
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• Accuracy: Measures the proportion of correctly classified instances 
among all samples.

Accuracy = 𝑇𝑃 + 𝑇𝑁
𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁

(2)

• Precision: Indicates the proportion of true positive predictions among 
all predicted positives.

Precision = 𝑇𝑃
𝑇𝑃 + 𝐹𝑃

(3)

• Recall (Sensitivity): Represents the proportion of actual positives cor-
rectly identified.

Recall = 𝑇𝑃
𝑇𝑃 + 𝐹𝑁

(4)

• F1-score: The harmonic mean of Precision and Recall, providing a 
balanced evaluation.

F1-Score = 2 × Precision × Recall
Precision + Recall

(5)

• AUC (Area Under the Curve): Evaluates the ability of the model to 
distinguish between classes by calculating the area under the ROC 
curve. AUC does not have a single closed-form equation like the oth-
ers, but it is generally computed using:

AUC = ∫

1

0
TPR(FPR) 𝑑FPR (6)

where TPR is the true positive rate and FPR is the false positive rate.
• Relative drop (%): Measures the performance degradation under ad-
versarial conditions [46].

Relative Drop (%) =
(

Performanceclean − Performanceattack
Performanceclean

)

× 100

(7)

5.  Performance evaluation of proposed GIIDS-AR

The adversarial robustness of GIIDS models was evaluated through 
experiments using various adversarial example (AE) generation meth-
ods. The evaluation involved four stages: 1) measuring baseline perfor-
mance on clean data; 2) assessing impact of adversarial attacks on mod-
els trained with only clean samples; 3) retraining models with combined 
clean and adversarial data to enhance robustness; and 4) cross-attack 
evaluation, testing models trained on one attack type against other un-
seen attacks.

Subsequent subsections detail performance under black-box, white-
box, and transfer-based attacks, highlighting the differences between 
shallow and deep variants. Cross-attack evaluation results are also in-
cluded to demonstrate generalization beyond matched threat settings.

5.1.  Black-box adversarial attack on GIIDS

5.1.1.  Autoencoder residual-based adversarial attack on shallow ML GIIDS
Table 3 shows that the Shallow ML GIIDS model achieves perfect 

scores on clean data across all evaluation metrics, including Accuracy, 
Precision, Recall, F1 Score, and AUC. However, its performance signifi-
cantly declines under black-box adversarial attacks, with accuracy drop-
ping to 0.680 and similar decreases observed in other metrics, demon-
strating the susceptibility of the clean-trained model.

Adversarial training using a dataset composed of 70% clean and 
30% adversarial samples substantially restores the model’s robustness. 
When evaluated on a balanced test set of 50% clean and 50% adver-
sarial samples, the retrained model (GIIDS-AR) recovers near-perfect 
performance with accuracy of 0.999 and corresponding improvements 
across all metrics.

To further assess the robustness of GIIDS-AR, we performed a 
cross-attack evaluation where the model trained with black-box ad-
versarial samples was tested against previously unseen attack types, 

Table 3 
Performance of shallow ML GIIDS under residual-based black-box adversarial 
attack and adversarial training.
 Category  Accuracy  Precision  Recall  F1 Score  AUC
 GIIDS (Clean)  1.000  1.000  1.000  1.000  1.000
 Attack on GIIDS (No Defense)  0.680  0.680  0.680  0.679  0.808
 GIIDS-AR (Adversarial Training)  0.999  0.999  0.999  0.999  1.000

Table 4 
Cross-attack evaluation of shallow ML GIIDS trained with black-box adversar-
ial samples.
 Attack Tested  Accuracy  Precision  Recall  F1 Score  AUC
 White-box Autoencoder  1.000  1.000  1.000  1.000  1.000
 White-box PGD  0.814  0.834  0.814  0.810  0.950
 Transferability Attack  1.000  1.000  1.000  1.000  1.000

Table 5 
Performance of deep GIIDS under residual-based black-box adversarial attack 
and adversarial training.
 Category  Accuracy  Precision  Recall  F1 Score  AUC
 GIIDS (Clean)  1.000  1.000  1.000  1.000  1.000
 Attack on GIIDS (No Defense)  0.714  0.745  0.714  0.707  0.793
 GIIDS-AR (Adversarial Training)  0.999  0.999  0.999  0.999  1.000

including white-box autoencoder, PGD, and transferability-based at-
tacks. As shown in Table 4, the model maintains exceptional resilience 
across most attack types, achieving perfect or near-perfect scores for 
autoencoder-driven and transfer-based attacks. While PGD attacks re-
sult in a slightly lower Accuracy of 0.814, the model still demonstrates 
strong robustness considering that it was never explicitly trained on this 
perturbation. These results highlight that GIIDS-AR generalizes well to 
diverse adversarial scenarios, confirming the effectiveness of our adver-
sarial training strategy.

5.1.2.  Autoencoder residual-based adversarial attack on deep GIIDS
Table 5 shows that the Deep GIIDS model achieves perfect scores 

on clean data across all evaluation metrics, including Accuracy, Preci-
sion, Recall, F1 Score, and AUC. However, its performance significantly 
declines under black-box adversarial attacks, with recall remaining rel-
atively high at 0.714, while precision falls to 0.745. This results in a 
reduced F1 score of 0.707 and an AUC of 0.793, indicating vulnerabil-
ity to adversarial perturbations even in deep architectures.

Adversarial training using a dataset composed of 70% clean and 
30% adversarial samples substantially restores the model’s robustness. 
When evaluated on a balanced test set of 50% clean and 50% adver-
sarial samples, the retrained model (GIIDS-AR) recovers near-perfect 
performance with accuracy of 0.999 and corresponding improvements 
across all metrics.

To further assess the robustness of Deep GIIDS-AR, we performed a 
cross-attack evaluation where the model trained with black-box adver-
sarial samples was tested against previously unseen attack types, includ-
ing white-box autoencoder, PGD, and transferability-based attacks. As 
shown in Table 6, the model maintains strong resilience across most at-
tack types, achieving perfect scores for autoencoder-driven and transfer-
based attacks. While PGD attacks result in a slightly lower Accuracy of 
0.808, the model still demonstrates robust defense despite not being ex-
plicitly trained on this perturbation. These results indicate that Deep 
GIIDS-AR generalizes well to diverse adversarial scenarios, confirming 
the effectiveness of our adversarial training strategy.
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Table 6 
Cross-attack evaluation of deep GIIDS trained with black-box adversarial sam-
ples.

 Attack Tested  Accuracy  Precision  Recall  F1 Score  AUC
 White-box Autoencoder  1.000  1.000  1.000  1.000  1.000
 White-box PGD  0.808  0.833  0.808  0.805  0.746
 Transferability Attack  1.000  1.000  1.000  1.000  1.000

Table 7 
Performance of shallow ML GIIDS under white-box adversarial evaluation.
 Category  Accuracy  Precision  Recall  F1 Score  AUC
 GIIDS (Clean)  1.0000  1.0000  1.0000  1.0000  1.0000
 Attack on GIIDS (No Defense)  1.0000  1.0000  1.0000  1.0000  1.0000
 GIIDS-AR (Adversarial Training)  1.0000  1.0000  1.0000  1.0000  1.0000

Table 8 
Cross-attack evaluation of shallow ML GIIDS trained with white-box autoen-
coder adversarial samples.
 Attack Tested  Accuracy  Precision  Recall  F1 Score  AUC
 Black-box  0.667  0.667  0.667  0.666  0.810
 White-box PGD  0.841  0.871  0.841  0.838  0.985
 Transferability Attack  1.000  1.000  1.000  1.000  1.000

Table 9 
Performance of deep GIIDS under white-box PGD adversarial evaluation.
 Category  Accuracy  Precision  Recall  F1 Score  AUC
 GIIDS (Clean)  1.000  1.000  1.000  1.000  1.000
 Attack on GIIDS (No Defense)  0.548  0.639  0.548  0.466  0.512
 GIIDS-AR (Adversarial Training)  0.991  0.991  0.991  0.991  0.998

Table 10 
Cross-attack evaluation of deep GIIDS trained with PGD adversarial samples.
 Attack Tested  Accuracy  Precision  Recall  F1 Score  AUC
 Black-box Attack  0.734  0.737  0.734  0.733  0.835
 White-box Autoencoder  1.000  1.000  1.000  1.000  1.000
 Transferability Attack  1.000  1.000  1.000  1.000  1.000

Table 11 
Transferability-based adversarial evaluation of shallow ML GIIDS.
 Category  Accuracy  Precision  Recall  F1 Score  AUC
 GIIDS (Clean)  1.0000  1.0000  1.0000  1.0000  1.0000
 Attack on GIIDS (No Defense)  1.0000  1.0000  1.0000  1.0000  1.0000
 GIIDS-AR (Adversarial Training)  1.0000  1.0000  1.0000  1.0000  1.0000

Table 12 
Cross-attack evaluation of shallow ML GIIDS trained with transfer-based ad-
versarial samples.
 Attack Tested  Accuracy  Precision  Recall  F1 Score  AUC
 Black-box  0.999  0.999  0.999  0.999  1.000
 White-box Autoencoder  1.000  1.000  1.000  1.000  1.000
 White-box PGD  0.814  0.834  0.814  0.810  0.950

Table 13 
Transferability-based adversarial evaluation of deep GIIDS.
 Category  Accuracy  Precision  Recall  F1 Score  AUC
 GIIDS (Clean)  1.0000  1.0000  1.0000  1.0000  1.0000
 Attack on GIIDS (No Defense)  1.0000  1.0000  1.0000  1.0000  1.0000
 GIIDS-AR (Adversarial Training)  1.0000  1.0000  1.0000  1.0000  1.0000

Table 14 
Cross-attack evaluation of Deep GIIDS trained with transfer adversarial sam-
ples.

 Attack Tested  Accuracy  Precision  Recall  F1 Score  AUC
 Black-box (Residual)  0.734  0.737  0.734  0.733  0.835
 White-box Autoencoder  1.000  1.000  1.000  1.000  1.000
 White-box PGD  0.810  0.863  0.810  0.804  0.880

5.2.  White box adversarial attack on GIIDS

5.2.1.  Explainability-driven autoencoder-based adversarial attack on 
shallow ML GIIDS

This experiment evaluates the robustness of the Shallow ML GIIDS 
model under a white-box adversarial attack. The model was tested on a 
dataset containing an equal mix of clean and adversarial samples (50% 
each). As shown in Table 7, the model maintained perfect scores across 
all metrics, demonstrating strong resistance to the attack.

Notably, the generalized Shallow GIIDS model maintained perfect 
performance during both the attack and adversarial retraining phases, 
with accuracy, precision, recall, F1-score, and AUC all remaining at 
1.0000. This outcome demonstrates the strength and inherent robust-
ness of the generalized system, which was resilient enough to with-
stand white-box adversarial attacks without any degradation. In con-
trast, the same attack significantly deteriorated the performance of the 
non-generalized baseline model, as discussed in Section 5.6. These re-
sults suggest that the applied generalization techniques in the system, 
leading to strong generalization capabilities, combined with the non-
differentiable nature of its traditional ML components, contributed to 
its resistance against this form of adversarial manipulation.

To further assess the robustness of Shallow ML GIIDS-AR, we per-
formed a cross-attack evaluation where the model trained with white-
box autoencoder adversarial samples was tested against previously un-
seen attack types, including black-box, PGD, and transferability-based 
attacks. As shown in Table 8, the model maintains strong resilience 
across most attack types, achieving perfect scores for transfer-based at-
tacks. While black-box and PGD attacks result in slightly lower Accuracy 
of 0.667 and 0.841, respectively, the model still demonstrates robust de-
fense despite not being explicitly trained on these perturbations. These 
results indicate that Shallow ML GIIDS-AR generalizes well to diverse 
adversarial scenarios, confirming the effectiveness of our adversarial 
training strategy.

5.2.2.  PGD-based adversarial attack on deep GIIDS
This section presents the white-box adversarial evaluation of the 

Deep GIIDS model. Table 9 shows that the initial clean performance 
of Deep GIIDS is perfect across all metrics. However, when subjected 
to a white-box PGD attack, the performance of the clean-trained model 
drops substantially, with accuracy falling to 0.548 and the F1 score de-
creasing to 0.466, indicating that the model is highly vulnerable to PGD 
perturbations.

After applying adversarial retraining using PGD-generated samples, 
the model demonstrates remarkable resilience. The retrained Deep GI-
IDS (GIIDS-AR) achieves near-perfect performance, with accuracy and 
all other metrics reaching 0.991 or higher. This confirms that adver-
sarial training effectively restores robustness against PGD attacks while 
preserving the model’s detection capabilities.

To further assess the robustness of Deep GIIDS-AR, we performed 
a cross-attack evaluation where the model trained with PGD adversar-
ial samples was tested against previously unseen attack types, includ-
ing white-box autoencoder, transferability-based, and black-box attacks. 
As shown in Table 10, the model maintains perfect performance on 
autoencoder-driven and transfer-based attacks. While black-box attacks 
result in a slightly lower Accuracy of 0.734, the model still demonstrates 
strong resilience despite not being explicitly trained on this perturba-
tion. These results indicate that PGD-trained Deep GIIDS-AR generalizes 
effectively to diverse adversarial scenarios.

5.3.  Transferability analysis of GIIDS

In this experiment, we examine the transferability of adversarial ex-
amples, originally crafted to attack deep models, against the Shallow 
ML GIIDS model. This black-box evaluation assesses whether attacks 
generated from a separate model can still affect a model with a differ-
ent architecture. Such a scenario mimics a realistic adversary who does 
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Table 15 
Execution time (in seconds) of GIIDS-AR models across adversarial attack scenarios.
 Attack Type  Model Type  Feature Engineering & Analysis Time (s)  Training Time (s)  Inference Time (s)

Black-Box
 Shallow ML GIIDS-AR  44.00  1.63  0.03
 Deep GIIDS-AR  21.00  651.20  0.95

White-Box
 Shallow ML GIIDS-AR  31.00  62.87  6.47
 Deep GIIDS-AR  26.00  1084.43  2.04

Transfer Attacks  Shallow ML GIIDS-AR  30.00  177.01  3.25
 Deep GIIDS-AR  27.00  1026.73  1.56

not have access to the target model but leverages a surrogate model to 
generate attacks.

5.3.1.  Transfer attacks on shallow ML GIIDS
As shown in Table 11, the Shallow ML GIIDS maintained perfect 

performance under transfer attacks, with Accuracy, Precision, Recall, F1 
Score, and AUC all equal to 1.000 during both the attack phase and after 
adversarial retraining. This demonstrates the strong inherent robustness 
of the generalized Shallow ML GIIDS model against transferability-based 
adversarial attacks.

To further assess the robustness of GIIDS-AR trained with transfer-
based adversarial samples, we performed a cross-attack evaluation 
where the model was tested against previously unseen attack types, in-
cluding black-box, white-box autoencoder, and PGD attacks. As shown 
in Table 12, the model maintains strong resilience across most attack 
types, achieving perfect scores for black-box and white-box autoencoder 
attacks. While PGD attacks result in a slightly lower Accuracy of 0.814, 
the model still demonstrates robust defense despite not being explic-
itly trained on this perturbation. These results highlight that GIIDS-AR 
generalizes well to diverse adversarial scenarios, confirming the effec-
tiveness of transfer-based adversarial training.

5.3.2.  Transfer attack on deep GIIDS
This section investigates the transferability of adversarial examples 

from other models to the Deep GIIDS. Transferability is a key threat 
model in adversarial machine learning, where an attacker generates ad-
versarial samples using a surrogate model and tests them on a different 
target model without direct access. This white-box to black-box transfer 
scenario is realistic and practical in deployment environments.

As shown in Table 13, Deep GIIDS demonstrates perfect performance 
under transfer attacks, with all metrics remaining at 1.0000 during the 
adversarial phase. Following adversarial retraining, the model main-
tains perfect scores across all metrics, indicating strong inherent robust-
ness in the deep model against transfer attacks. These results reaffirm 
the effectiveness of incorporating adversarial examples during training 
and highlight that Deep GIIDS remains highly effective in both white-
box and black-box transfer scenarios.

To further assess the robustness of Deep GIIDS-AR, we performed a 
cross-attack evaluation where the model trained with transfer adversar-
ial samples was tested against previously unseen attack types, including 
black-box residual, white-box autoencoder, and PGD attacks. As shown 
in Table 14, the model maintains strong resilience across most attack 
types, achieving perfect scores for white-box autoencoder attacks. While 
black-box and PGD attacks result in slightly lower Accuracy of 0.734 
and 0.810, respectively, the model still demonstrates robust defense de-
spite not being explicitly trained on these perturbations. These results 
indicate that Deep GIIDS-AR generalizes well to diverse adversarial sce-
narios, confirming the effectiveness of our adversarial training strategy.

5.4.  Execution time analysis of GIIDS-AR models

This section presents a comparative analysis of the execution time 
of GIIDS-AR models under different adversarial attack scenarios. The 

evaluation considers three key components of execution: feature engi-
neering and analysis time, training time, and inference time. Both shal-
low ML and deep variants of GIIDS-AR are assessed against black-box, 
white-box, and transfer attack settings, as shown in Table 15.

5.4.1.  Feature engineering and analysis time
The feature engineering and analysis process was conducted prior to 

model training for both shallow ML and deep variants, and is therefore 
independent of the model architecture. Specifically, we combined time-
based and raw UAV features, then retained only those deemed important 
by both Random Forest and Gradient Boosting models. However, since 
the retained features varied across attack types due to differing impor-
tance rankings, the resulting feature sets fed to the models had different 
dimensionalities. This variation explains the slight differences observed 
in feature engineering and analysis time across attack scenarios, rather 
than any model-specific preprocessing overhead.

5.4.2.  Training time
Training time shows a sharp contrast between the shallow ML and 

deep GIIDS-AR models. The deep ensemble consistently requires signifi-
cantly longer training durations. For example, under white-box attacks, 
the deep model takes 1084.43 seconds to train, compared to just 62.87 
seconds for the shallow model. Even in the transfer attack scenario, the 
deep model’s training time remains high at 1026.73 seconds. This dif-
ference is expected, as deep learning models typically involve a larger 
number of parameters, require iterative backpropagation, and often de-
pend on GPU acceleration for efficient optimization. Additionally, the 
stacking ensemble structure amplifies this cost, since multiple deep base 
models and a meta-learner must be trained. In contrast, the shallow ML 
ensemble relies on traditional machine learning algorithms with sim-
pler optimization processes and shorter convergence times, resulting in 
substantially faster training.

5.4.3.  Inference time
In the black-box setting, shallow ML GIIDS-AR is the fastest, with an 

inference time of just 0.03 seconds, compared to 0.95 seconds for the 
deep model. However, in the white-box and transfer scenarios, the shal-
low models are noticeably slower (6.47 and 3.25 seconds respectively) 
than their deep counterparts (2.04 and 1.56 seconds). This trend can be 
attributed to the nature of the stacking ensemble used in both models. 
In the shallow ML ensemble, each base learner must complete its pre-
diction before the meta-learner can aggregate the outputs. Under ad-
versarial conditions with increased input complexity, base models such 
as K-Nearest Neighbors and decision trees become more computation-
ally intensive, leading to higher inference latency. In contrast, the deep 
ensemble benefits from faster base learner predictions due to efficient 
vectorized computations. Despite the deep model’s longer training time, 
its inference remains faster and more stable across complex scenarios be-
cause the operations involved in forward passes are more optimized for 
high-dimensional inputs.

5.5.  Computational resource usage of GIIDS-AR models

The computational resource usage of GIIDS-AR was measured during 
adversarial training across black-box, white-box, and transfer attack sce-
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narios. CPU utilization was consistently modest, ranging between 22% 
and 24% for both the Shallow ML and Deep GIIDS-AR models. Memory 
consumption varied depending on model complexity: the Shallow ML 
model required approximately 565–650 MB of RAM, while the Deep 
GIIDS-AR model required about 1.6–1.7 GB. These measurements re-
flect resource usage over the entire adversarial training datasets, which 
contain tens of thousands of samples. In practical UAV deployment, 
however, inference is performed on small streaming batches rather than 
full datasets, reducing per-sample requirements to well below 100 ms 
and minimizing CPU and memory demands. Training remains an offline 
process carried out on dedicated workstations, while the operational re-
source footprint on UAVs stays lightweight. This confirms the feasibility 
of deploying GIIDS-AR in resource-constrained UAV environments with-
out compromising real-time performance. 

5.6.  Generalization techniques enhance adversarial robustness: empirical 
evidence

A key insight emerging from our experiments is that generalization 
techniques not only improve performance on unseen data but also en-
hance resilience to adversarial attacks. Compared to conventional base-
lines such as Decision Tree (DT), Random Forest (RF), and XGBoost 
(XGB), well-generalized models demonstrate stronger adversarial ro-
bustness even before the application of dedicated defense mechanisms. 
This suggests that careful design choices aimed at improving generaliza-
tion, such as diverse training data, feature engineering, and ensemble 
learning, can implicitly harden the system against adversarial threats.

To provide evidence, we assess the effect of AML attacks on GIIDS 
(generalized) and three baselines: Decision Tree (DT), Random Forest 
(RF), and XGBoost (XGB), which might incorporate some generaliza-
tion but are not as robustly generalized as our proposed models, by 
comparing their relative performance drops. In the white-box setting, 
we employed the explainability-driven autoencoder-based attack uni-
formly across all models to ensure a fair comparison, rather than using 
a PGD-based white-box attack solely for the Deep GIIDS.

Figs. 6 and 7 present the clean Accuracy and AUC of DT, RF, XG-
Boost, GIIDS Shallow, and GIIDS Deep along with their relative drops 
under Black-box, White-box, and Transfer adversarial attacks. In the fig-
ures, bars represent clean metrics, dotted lines indicate post-attack per-
formance for each attack type, and text labels show relative drop per-
centages. Both GIIDS variants start with perfect clean Accuracy and AUC 
(1.0), substantially higher than the baselines, which range from approx-
imately 0.49-0.72 for Accuracy and 0.72-0.82 for AUC. Under Black-box 
attacks, GIIDS experience moderate relative drops (Accuracy:  29-32%, 
AUC:  19-21%), whereas the baselines suffer larger degradations (Accu-
racy:  28-41%, AUC:  32-49%). For White-box and Transfer attacks, GI-
IDS maintain near-perfect performance with negligible drop, while the 
baselines show minor decreases under Transfer (Accuracy:  3-4%, AUC: 
27-41%). Consequently, post-attack Accuracy and AUC remain high for 
GIIDS (Accuracy:  0.68-1.0, AUC:  0.79-1.0), consistently outperforming 
all baseline models and demonstrating both superior detection capabil-
ity and strong resilience under adversarial conditions. 

These results strongly support the hypothesis that incorporating gen-
eralization techniques inherently enhances adversarial robustness. The 
superior resilience of GIIDS Shallow and Deep models, particularly 
against White-box and Transfer attacks, indicates that learning general-
izable and robust features reduces vulnerability even when adversaries 
have full or partial knowledge of the model. The moderate performance 
degradation under Black-box attacks further demonstrates GIIDS’s ca-
pacity to withstand adversarial perturbations crafted without direct ac-
cess to the target model. Overall, the consistent outperformance of GIIDS 
compared to all three baselines, Decision Tree, Random Forest, and XG-
Boost confirms that efforts to improve model generalization naturally 
translate into greater robustness, reinforcing the strong link between 
these two desirable properties in UAV intrusion detection systems. 

6.  Conclusion

This paper presented GIIDS-AR, an adversarially robust extension 
of the GIIDS framework designed for heterogeneous UAVs operating in 
Urban Air Mobility (UAM) environments. By integrating generalization 
strategies such as diverse training data, feature engineering, and ensem-
ble learning, GIIDS-AR demonstrated strong detection performance and 
adaptability across multiple UAV platforms. Furthermore, the frame-
work incorporates adversarial robustness techniques, including adver-
sarial training with FGSM and PGD attacks, as well as a feature-wise 
filtered adversarial dataset to ensure realistic and valid perturbations. 
Our empirical analysis revealed that these generalization and robustness 
strategies collectively enable GIIDS-AR models to consistently outper-
form both shallow and deep baseline models under white-box, black-
box, and transfer attack scenarios. Comparative evaluations against 
non-adversarially-robust IDS baselines, such as Decision Trees, Random 
Forests, and XGBoost, further highlight the unique advantages of GIIDS-
AR in terms of resilience and general performance. These results estab-
lish a strong link between generalization and adversarial robustness, 
reinforcing the importance of designing IDSs that are both adaptive and 
secure.

Future work: Moving forward, we plan to enhance the explainabil-
ity of GIIDS-AR, particularly its deep learning components, by incorpo-
rating model-agnostic and causal explainability techniques. This will al-
low stakeholders to understand the decision-making process of the IDS, 
interpret anomaly detections, and perform counterfactual reasoning for 
potential attacks. In addition, we aim to optimize GIIDS-AR for deploy-
ment in resource-constrained UAV environments by exploring model 
compression, pruning, and lightweight architectures. These efforts will 
further improve the system’s efficiency while maintaining high detec-
tion accuracy and robustness against adversarial threats.
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